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Amendments to Claims : 
This listing of claims will replace all prior versions and listings of the claims in the application: 
Listing of Claims: 

1 . (Currently Amended) An encryption method for dividing a first plaintext bit 
stream of length 2n into first and second sub-bit streams of length n, dividing a second plaintext 

bit stream of length 2n into third and fourth sub-bit streams of length n, and generating a 
ciphertext bit stream of length 2n from the first, second, third and fourth sub-bit streams using 2- 
rounds of encryption, the method comprising the steps of: 

performing a first round of encryption by outputting the second ciphertext bit str e am 
being output with a pred e t e miined tim e d e lay from the first ciphert e xt bit stream aft e r r e c e iving 
th e first and second sub bit streams and g e n e rating first ciph e rtext bit sti'eams of length n by 
encrypting th e first and second sub - bit streams with pr e d e t e miin e d first encr>ytion codes 

perfonning a first-round of encryption by encrypting the received first and second sub-bit 

streams with predetermined first encryption codes an odd number of times, and outputting a 
second ciphertext bit stream having been once more encrypted with a predetemiined time delay 
after first ciphertext bi t streams of length n are outputted : 

generating a first operated ciphertext bit stream by performing a logical exclusive-OR- 
operation on the first ciphertext bit stream and the third sub-bit stream at the same time of 
perfomiing encryption of the second ciphertext bit stream ; 

generating a second operated ciphertext bit stream by performing a logical exclusive- 
OR operation on the second ciphertext bit stream and the fourth sub-bit stream; and 

perfonning a s econd round encr>ption by outputting the third and foiuth ciph e rt e xt bit 
str e ams aft e r r e c e iving the first operated ciph e rt e xt bit str e am and th e second operat e d ciph e rtext 
bit stream having the pr e d e t e miined time d e lay and g e nerating third and fourth ciph e rtext bit 
streams of length n by encrypting th e first operated ciphert e xt bit stream and th e second operated 
ciphertext bit str e am with predetemiined second encryption cod e s; and 
concuiTently. 

perfomiing a second-round of encryption by enciTpting the received the first operated 
ciphertext bit stream and the second operated ciphertext bit stream having the predetermined 
time delay with predetermined second encryption codes an odd number of times, and 
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concurrently outputting the third and fourth ciphertext bit streams of length n after once more 
encrypting the first operated ciphertext bit stream with predetennined second encryption codes. 

2. (Currently Amended) The encryption apparatus of claim 1 , wherein the fifst 
predetermined second encryption codes comprises at least one of KOi,i, KOi^, KO13, 
KI,,2, andKI,,3. 

3. (Original) The encryption apparatus of claim 1, wherein the first predetermined 
encryption codes comprises at least one of K02,i, K02^, K02,3, Kl2,i, Kl2,2, and Kl2,3. 

4. (Currently Amended) The encryption method of claim 2, wherein the first-round 
encryption step comprises the steps of: 

generating a first signal by performing a logical exclusive-OR operation on the first sub- 
bit stream and the first encryption code KOi,i to provide a first exclusive-OR operated 
bitstream,encrypting the first exclusive-OR-operated bit stream with the first encryption code 
KIi,i to provide a first encrypted signal,and performing a logical exclusive-OR operation on the 
first encrypted signal and the second sub-bit stream-^ delayed by time required for the 
encryption; 

generating the first operated ciphertext bit stream by performing a logical exclusive-OR- 
operation on the second sub-bit stream and the first encryption code K0i,2, to provide a second 
exclusive-OR operated bitstream encrypting the second exclusive-OR-operated bit stream with 
the first encryption code KIi,2, to provide a second encrypted signal^ and performing a logical 
exclusive-OR-operation on the second encrypted signal and the first signal; 

generating the second operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the first signal and the first encryption code K0i,3 to provide a third exclusive- 
OR operated bitstreamj. encrypting the third exclusive-OR-operated bit stream with the first 
encryption code Kli^t^ and performing a logical exclusive-OR-operation on the encrypted signal 
with the first sub-bit stream delayed by time required for the encryption. 
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5. (Currently Amended) The encryption method of claim 3, wherein the second- 
round encryption step comprises the steps of: 

generating a second signal by performing a logical exclusive-OR-operation the first 
operated ciphertext bit stream and the second encryption code K02,i to provide a fourth 
exclusive-OR operated bitstreamt^ encrypting the fourth exclusive-OR-operated bit stream with 
the second encryption code Kl2,i to provide a third encrypted signaU^ performing a logical 
exclusive-OR-operation on the third encrypted signal and the second operated ciphertext bit 
stream to provide a fifth exclusive-OR operated bitstream; 

generating the third ciphertext bit stream by performing a logical exclusive-OR-operation 
on the second operated ciphertext bit stream and the second encryption code K02,2ti encrypting 
the fifth exclusive-OR-operated bit stream with the second encryption code Kl2,2 to provide a 
fourth encrypted signalf^ and performing a logical exclusive-OR-operation on the fifth encrypted 
signal and the second signalf delayed by time required for the encryption; and 

generating the fourth ciphertext bit stream by performing a logical exclusive-OR- 
operation on the secondsignal and the second encryption code K02,3t_encrypting the sixth 
exclusive-OR-operated bit stream with the second encryption code Kl2,3ti and performing a 
logical exclusive-OR-operation on the encrypted signal with the third ciphertext bit stream. 

6. (Original) The encryption method of claim 5, wherein each of the encryptions 
includes first and second sub-encryptions, and outputs from the first and second sub-encryptions 
are stored and simultaneously retrieved according to an external clock signal. 

7. (Original) The encryption method of claim 5, wherein a 16-bit input bit stream is 
divided into a 9-bit stream and a 7-bit stream, a 9-bit ciphertext bit stream is generated from the 
9-bit stream using a first equation , and a 7-bit ciphertext bit stream is generated from the 7-bit 
stream using a second equation in each of the sub-encryptions, wherein said first equation 
comprises 
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y? ' (jfixl}®(x0x9®blx2)$is3a(x0s3)$(x2^)$(z4zS9®(zZ26}®(s3]£)^ 
y8 mi)^mx\^WixMmrAmis^MJ^ 

and said second equation compnses 

y0=^xis3)e^@(^3dst)6{5®(xZ2!i]$(]dxlsS]^@[d)!{EM2i^ 



8. (Currently Amended) An encryption apparatus for dividing a first plaintext bit 
stream of length 2n into first and second sub-bit streams of length n, dividing a second plaintext 
bit stream of length 2n into third and fourth sub-bit streams of length n, and generating a 
ciphertext bit stream of length 2n fi-om the first, second, third and fourfli sub-bit streams using 2- 
rounds of encryption, the apparatus comprising: 

a first ciphering unit for receiving the first and second sub-bit streams, and generating 
first and second ciphertext bit streams of length n by encrypting the first and second sub-bit 
streams with predetermined first encryption codes KOi.i, KOi^, KO13, KIi.i, KIi^, and KIi,3 m 
odd number of tunes, and t he second ciphertext bit stream being outpu t having been once more 
encrypted with a predetermined time dela y compared to the first ciphertext bit otr e aiT i after the 
first ciphertext bit streams of length n are outputted : 
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an operating unit for generating a first operated ciphertext bit stream by performing a 
logical exclusive-OR-operation on the first ciphertext bit stream and the third sub-bit stream 
the same time of perfonning the first-round of enciTption . and generating a second operated 
ciphertext bit stream by performing a logical exclusive-OR-operation on the second ciphertext 
bit stream with the fourth sub-bit stream; and 

a second ciphering unit for receiving the first operated ciphertext bit stream and the 
second operated ciphertext bit stream having the predetermined time delay, generating third and 
fourth ciphertext bit streams of length n by encrypting the first operated ciphertext bit stream and 
the second operated ciphertext bit stream with predetermined second encryption codes K02,i, 
K02^, K02,3, Kl2,i, Kl2^, and Kl2,3 an odd number of times, and concurrently outputting the third 
and fourth ciphertext bit streams after once more encrypting the first operated ciphertext bit 
stream with predetemiined second encryption codes , 

9. (Original) The encryption apparatus of claim 8, wherein the first ciphering unit 
comprises: 

a first block having a first exclusive-OR operator for performing a logical exclusive-OR 
operation on the first sub-bit stream and the first encryption code KOi,i, a first sub-cipher for 
encrypting the exclusive-OR-operated bit stream with the first encryption code KIi,i, and a 
second exclusive-OR operator for generating a first signal by performing a logical exclusive-OR 
operation on the encrypted signal with the second sub-bit stream being delayed to provide time 
for the encryption; 

a second block having a third exclusive-OR operator for performing a logical exclusive- 
OR operation on the second sub-bit stream and the first encryption code KOi^, a second sub- 
cipher for encrypting the exclusive-OR-operated bit stream with the first encryption code KIi,2, 
and a fourth exclusive-OR operator for generating the first operated ciphertext bit stream by 
performing a logical exclusive-OR operation on the encrypted signal and the first signal; and 

a third block having a fifth exclusive-OR operator for performing a logical exclusive-OR 
operation on the first signal and the first encryption code K0i,3, a third sub-cipher for encrypting 
the exclusive-OR-operated bit stream with the first encryption code KIi,3, and a sixth exclusive- 
OR operator for generating the second operated ciphertext bit stream by performing a logical 
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exclusive-OR-operation on the encrypted signal and the first sub-bit stream delayed by time 
required for the encryption. 

10. (Original) The encryption apparatus of claim 8, wherein the second ciphering unit 
comprises: 

a fourth block having a seventh exclusive-OR operator for exclusive-OR-operating the 
first operated ciphertext bit stream with the second encryption code K02,i, a fourth sub-cipher 
for encrypting the exclusive-OR-operated bit stream with the second encryption code Kl2,i, and 
an eighth exclusive-OR operator for generating a second signal by performing a logical 
exclusive-OR-operation on the encrypted signal and the second operated ciphertext bit stream; 

a fifth block having a ninth exclusive-OR operator for exclusive-OR-operating the second 
operated ciphertext bit stream with the second encryption code K02,2, a fifth sub-cipher for 
encrypting the exclusive-OR-operated bit stream with the second encryption code Kl2,2, and a 
tenth exclusive-OR operator for generating the third ciphertext bit stream by performing a logical 
exclusive-OR-operation on the encrypted signal and the second signal delayed by time required 
for the encryption; and 

a sixth bock having an eleventh exclusive-OR operator for performing a logical 
exclusive-OR operation on the second signal with the second encryption code K02,3, a sixth sub- 
cipher for encrypting the exclusive-OR-operated bit stream with the second encryption code 
Kl2,3, and a twelfth exclusive-OR operator for generating the fourth ciphertext bit stream by 
perforaiing a logical exclusive-OR operation on the encrypted signal and the third ciphertext bit 
stream. 

11. (Original) The encryption apparatus of claim 10, wherein each of the first to sixth 
sub-ciphers includes first and second sub-ciphering units, and a register for storing the outputs of 
the first and second sub-ciphering units and simultaneously retrieve the outputs according to an 
extemal clock signal. 

12. (Original) The encryption apparatus of claim 11, wherein each of the first and 
second sub-ciphering units divides a 16-bit input bit stream into a 9-bit stream and a 7-bit stream. 



Page 9 of 20 



Appl. No. 10/679,391 

Amdt. dated March 28, 2007 

Reply to Office Action of November 28, 2006 

and generates a 9-bit ciphertext bit stream from the 9-bit stream using a third equation, and a 7- 
bit ciphertext bit stream from the 7-bit sfream using a fourth equation, said third equation 
comprising 

n = gl®^8n$fe2sQ)l|(5dte4)©(xlx4)®(j{0jS)©(83!6)®86$(xl}rt)(Sm 

yS = xZ$(Elx4)$(x4d)lS(ElM)$(xIs6)®<x33fl)©(x4x7)®(8fix7)®(x528)®(x6s3)$Cx7^ 
F6 '- xO«x3)®(zls5)8(xM)®(x4x5)®(x33fi)e(xte6]l®(Sx6)®27®(xliS]gl(x33«)^ 
y7 = (sDxl)©{x022)©(xl£)$K3a(x023)®fe2^)©(x4x5]l®(xM)©(E336)®(xM)^^ 

and said fovitth equation comprising 
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